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Developing Effective Data Use Agreements (DUAs)

Data Use Agreements (DUAs) are essential tools for 
securely and responsibly sharing sensitive information 
between organizations. Whether for service 
coordination, interagency partnerships, program 
evaluation, or collaborative research, DUAs establish 
clear terms that protect privacy, ensure compliance 
with regulations, and foster trust among stakeholders. 
While DUAs are a common mechanism for governing 
data sharing, they are distinct from other agreements, 
such as Business Associate Agreements (BAAs) and 
Memoranda of Understanding (MOUs), which serve 
different purposes. 

What Is a DUA? 

A DUA is a formal, legally binding 
document that outlines the terms under 
which data is shared between 
organizations. It ensures that all parties 
involved understand their responsibilities 
regarding data use, security, and 
privacy protection.

This guide outlines the steps for developing DUAs, which COSSUP grantees and other organizations can use 
to navigate the complexities of data sharing. This guide includes: 

1. The importance of DUAs for secure and compliant data exchange. 

2. When a DUA is necessary and how it differs from other agreements (e.g., BAAs & MOUs). 

3. The key components of DUAs, including privacy, consent, and security measures. 

4. Guidance on navigating federal regulations (e.g., HIPAA, Confidentiality of Substance Use Disorder 
Patient Records) and state-specific requirements. 

5. Steps to draft and negotiate a DUA that aligns with legal and ethical standards and contractual 
requirements. 

6. Resources and templates to support DUA development. 

More information on federal regulations named in this document is available in The Importance of Behavioral 
Health Information Sharing and Navigating Government Relations (PDF). Neither document constitutes legal 
advice. Organizations should consult with their compliance officers, legal counsel, contracts/grants 
administration department, or policy advisors to tailor their DUAs to meet all applicable federal, state, and 
local laws and policies.

What is a DUA? 

https://www.abtglobal.com/sites/default/files/files/Projects/PDFs/2025/importance-of-behavioral-health-information-sharing.pdf
https://www.abtglobal.com/sites/default/files/files/Projects/PDFs/2025/importance-of-behavioral-health-information-sharing.pdf
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Relevance of DUAs for COSSUP Grantees and Others in the Field 

DUAs enable the exchange of data between community-based organizations, law enforcement, 
corrections, service providers, and others working to support the program. The exchange of data 
allows COSSUP grantees and others in the field to provide informed care, monitor program 
implementation, and assess the progress and outcomes of their program. In this process, the DUA 
ensures legal compliance and the ethical handling of data. 

When Are DUAs Necessary? 

DUAs provide important administrative protections for data sharing, ensuring that organizations securely and 
responsibly share data. They allow programs to work together effectively while protecting sensitive 
information. The owner (provider) of the data is responsible for knowing when a DUA and consent are needed 
for sharing their organization’s data, per governing regulations and organizational policy. 

DUAs are often required by federal regulations governing the data such as the Health Insurance Portability 
and Accountability Act (HIPAA) and Family Educational Rights and Privacy Act (FERPA). However, DUAs are 
distinct from other agreements, such as Business Associate Agreements (BAAs) and Memoranda of 
Understanding (MOUs), which serve different purposes. The table below outlines those key differences: 

Table 1. Key Differences Between Data Sharing Agreements 

Agreement 
Type When It’s Needed Examples of Data Shared Use Case Scenarios 

Data Use 
Agreement 
(DUA) 

Used when sharing 
individual-level or sensitive 
data for program 
evaluation, research, or 
coordination. Often applies 
when COSSUP grantees 
share data with external 
evaluators or researchers. 

• De-identified client 
records 

• Service utilization data 
• Treatment outcomes 
• Recidivism rates 

A state substance use 
agency shares de-identified 
treatment records with an 
external evaluator to assess 
treatment completion rates 
for individuals referred by 
the criminal justice system. 
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Agreement 
Type When It’s Needed Examples of Data Shared Use Case Scenarios 

Business 
Associate 
Agreement 
(BAA) 

Required under HIPAA 
when a third party handles 
protected health 
information (PHI11) on 
behalf of a covered entity, 
such as a healthcare 
provider. Often applies 
when a treatment provider 
shares identifiable health 
data with an external 
business performing a 
service on their behalf. 

• Patient treatment records 
• Mental health assessments 
• Substance use history 
• Case notes 

A behavioral health provider 
contracts with an external 
laboratory to conduct drug 
testing for clients in a 
substance use disorder 
program, requiring access 
to identifiable records and 
substance use history. 

Memorandum 
of 
Understanding 
(MOU) 

Used for general 
agreements on 
collaboration that do not 
involve sensitive data 
sharing. Often applies when 
programs work with law 
enforcement, community 
organizations, or service 
providers on joint initiatives 
without exchanging 
identifiable data. 

• Program participation 
numbers 

• General service 
descriptions 

• Aggregate community 
impact metrics 

A reentry program partners 
with local law enforcement 
to improve referrals to 
community-based 
treatment. The MOU 
outlines how agencies will 
collaborate, but no client-
level data is shared. 

Generally, DUAs are required to support the following activities: 

• Service Coordination: When organizations coordinate services for populations, like adults involved in 
the justice system, and need to share client or participant data. 

• Collaborative Research and Evaluation: When multiple organizations share data to evaluate programs 
or conduct research, such as assessing the effectiveness of interventions for justice involved adults with 
substance use disorders. 

 
1 Protected Health Information (PHI) includes any health data containing one or more of the 18 identifiers defined by 
HIPAA, maintained by a covered entity, and linked to an individual’s health, healthcare services, or payments. Identifiers 
include names, addresses, dates (except year), phone numbers, emails, Social Security numbers, medical record 
numbers, account numbers, license numbers, biometric data, IP addresses, full-face photos, and other unique codes or 
characteristics that could identify an individual. irb.northwestern.edu/resources-guidance/consent-templates-hipaa-
requirements/consent-hipaa/hipaa-phi-pii.html 

https://irb.northwestern.edu/resources-guidance/consent-templates-hipaa-requirements/consent-hipaa/hipaa-phi-pii.html
https://irb.northwestern.edu/resources-guidance/consent-templates-hipaa-requirements/consent-hipaa/hipaa-phi-pii.html
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The primary goal of a DUA is to protect individuals’ privacy and rights while enabling initiatives to have the 
necessary information to provide services, assess progress, make course-corrections, and understand impact. 
Therefore, DUAs are typically required for person-level data, whether they have direct identifiers or not. DUAs 
are not usually necessary for aggregated or summary data, but some data providers (owners) do still require a 
DUA for these types of data. By fostering trust and transparency, DUAs ensure that data can be shared safely, 
used to guide decision-making, and drive meaningful improvements. 

Helpful Resource: Understanding When DUAs Are Required for Secure Collaboration 

 If you’re unsure when a DUA is needed for research involving PHI, this toolkit from the Health Care 
Systems Research Network (HCSRN) can help. It provides clear guidance on when DUAs are required 
to maintain compliance with privacy regulations, along with best practices and tools to help facilitate 
data sharing across organizations: HCSRN Data Use Agreement (DUA) Toolkit (PDF) 

How Does a DUA Promote Secure and Responsible Data Sharing? 

A DUA includes several critical components to ensure data are collected, used, and shared ethically, securely, 
and in compliance with applicable laws. These components, shown in Table 2, guide the data-sharing process, 
protect participants’ rights, and help organizations uphold their responsibilities. 

Table 2. Key Components and Best Practices of Effective DUAs and DUA Templates 

Participant Consent and Privacy 

Category Key Components Best Practices 

Informed 
Consent 

Participants must understand how their 
data will be used, stored, and shared. 
Informed consent should outline data 
types, purposes, access, and 
withdrawal rights. 

• Clearly communicate data use and 
collection purposes. 

• Provide participants with the option to withdraw 
consent at any time. 

• Ensure transparency about how long data will 
be stored and who will have access. 

• Ensure the data sharing and DUA are consistent 
with the consent. 

Privacy 
Protections 

Protect participants’ privacy, especially 
for sensitive data like health or justice-
related records, to prevent 
unauthorized use. 

• De-identify or anonymize data when possible. 
• Restrict access to authorized personnel only. 
• Ensure data is not used beyond the agreed 

purpose without additional consent or DUAs. 

https://www.hcsrnmeeting.org/assets/HCSRN_DUAToolkit.pdf
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Establishing Key Terms 

Category Key Components Best Practices 

Define Key 
Terms 

Provide clear definitions for key terms 
used in the DUA to ensure all parties 
have a shared understanding of 
critical concepts. 

• Utilize definitions provided in regulations 
governing the data. 

• Examples of commonly used key terms include: 
“Limited Data Set,” “Covered Entity,” 
“Recipient,” and “Protected Health 
Information (PHI).” 

Data Collection and Usage 

Category Key Components Best Practices 

Define Data Use Specify the purpose of 
data use, such as 
research, evaluation, or 
service coordination or 
improvement. 

• Clearly align data use with program goals. 
• Limit data use to the stated purpose unless repurposing 

is explicitly agreed upon. 
• Disclose whether findings will be published or 

shared externally. 

Specify Minimum 
Necessary Data 

Describe the 
characteristics of the 
data needed to 
complete the project.  

• List the specific variables, fields, or columns to be 
included in the dataset. 

• Specify the time frame for data collection. 
• Define the unit of analysis (e.g., individual-level, 

aggregate, or summary data). 
• Define criteria for case inclusion. 

Data Sharing 
Parameters & 
Responsible 
Parties 

Outline who can access 
the data, under what 
conditions, and for what 
purposes. 

• Identify authorized individuals or entities. 
• Have individuals who have access to the data sign 

confidentiality agreements that summarize the 
requirements of the DUA. 

• Define limits on data shared (e.g., aggregate vs. 
individual-level data). 

• Use additional DUAs or agreements to clarify 
boundaries for cross-organization or third-party sharing. 
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Data Security Protocols 

Category Key Components Best Practices 

Encryption 
and Secure 
Storage 

Ensure data is encrypted during 
storage and transmission to 
protect against unauthorized 
access or breaches. 

• Use encryption standards like AES2 and TLS.3 
• Store data on secure platforms compliant with 

standards like ISO 270014 or NIST.5 
• Perform regular security audits and risk assessments. 

Access 
Controls 

Restrict data access to authorized 
personnel to minimize misuse or 
breaches. 

• Implement role-based access controls (RBAC).6 
• Require multi-factor authentication for sensitive data 

access. 
• Regularly monitor and audit access logs for unusual 

activity. 

Breaches of 
Protocol/ 
Non-
Compliance 

Specify procedures in the event of 
a data breach, including reporting 
timelines, investigation, and 
corrective actions to minimize 
harm and liability. 

• Clearly define what constitutes a data breach or 
security incident. 

• Quick notification, usually within 24-72 hours of 
breach discovery, is critical to minimize damage and 
enable timely mitigation.  

Duration of Agreement 

Category Key Components Best Practices 

Data 
Retention 

Define how long data will be 
retained based on legal or 
programmatic needs. 

• Justify retention periods (e.g., for the duration of a 
project). 

• Comply with specific regulations for retention timelines. 
• Ensure secure storage throughout the retention period. 

Data 
Disposal 

Specify secure disposal 
methods to ensure sensitive 
data is not recoverable after 
the agreement ends. 

• Use certified data-wiping tools for electronic records. 
• Shred or securely destroy physical documents. 
• Document disposal processes to demonstrate 

compliance with legal and ethical standards. 

 
2 AES (Advanced Encryption Standard), FIPS 197 (PDF): A widely used encryption algorithm that secures data by 
transforming it into unreadable code using a secret key. AES is highly secure and often used for sensitive information. 
3 TLS (Transport Layer Security): A protocol that ensures secure communication over the internet by encrypting data 
transmitted between a user's device and a server. TLS is commonly used for securing websites (e.g., HTTPS) and other 
online applications. Store data on secure platforms compliant with standards like ISO 27001 or NIST. 
4 ISO 27001 (PDF): An international standard for information security management systems (ISMS). It provides a 
framework for managing sensitive data securely, ensuring that organizations follow best practices in protecting data. 
5 NIST (National Institute of Standards and Technology): A U.S. agency that publishes guidelines and standards for 
cybersecurity, including secure data storage and risk management. Compliance with NIST standards demonstrates a 
commitment to robust data protection. 
6 Federal Information Security Modernization Act (FISMA):  Federal legislation that defines a framework of guidelines and 
security standards to protect government information and operations. 

https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.197-upd1.pdf
https://www.cloudflare.com/learning/ssl/transport-layer-security-tls/
https://ia600500.us.archive.org/6/items/iso27001/iso27001.pdf
https://www.nist.gov/
https://www.cisa.gov/topics/cyber-threats-and-advisories/federal-information-security-modernization-act
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What Laws and Regulations Should I Be Aware of When Creating a DUA?

Understanding and complying 
with relevant laws and 
regulations when creating a DUA 
can ensure legal protection, 
mitigate risks of non-compliance, 
and build trust between 
organizations sharing and 
receiving data. 

Navigating Government Regulations 

Need more information about federal and state regulations that 
govern information sharing? 

Refer to The Importance of Behavioral Health Information 
Sharing and Navigating Government Relations (PDF) for detailed 
guidance on compliance with regulations and best practices for 
legal data. 

Below are some key regulations that should be considered when drafting a DUA: 

• HIPAA (Health Insurance Portability and Accountability Act)  
This establishes strict requirements for the use and sharing of health-related data, including mental 
health and substance use records. It provides specific protocols for data protection and limits access to 
protected health information (PHI) to authorized individuals or purposes, such as treatment or 
healthcare operations. HIPAA includes requirements for DUAs and consent (HIPAA Authorization) as 
well as penalties for breaches and non-compliance. 

• Confidentiality of Substance Use Disorder Patient Records  
This regulation offers additional confidentiality protections for substance use disorder (SUD) treatment 
records. Unlike HIPAA, Confidentiality of Substance Use Disorder Patient Records (42 CFR Part 2) 
requires explicit patient consent for sharing identifiable SUD-related information, even between 
organizations involved in the individual’s care. 

• FERPA (Family Educational Rights and Privacy Act) 
FERPA governs access to and sharing of student educational records. For organizations working with 
schools or students, it is important to understand FERPA’s requirements, including DUAs and consent, 
to ensure that data-sharing practices do not violate student privacy rights or result in penalties to data 
users. 

• State-Specific Laws 
Beyond federal regulations, state laws may impose additional restrictions on data sharing. For 
example, some states have stricter requirements for handling mental health or substance use data or 
mandate specific processes for obtaining consent. Understanding and aligning with these laws is 
critical to avoid conflicts and ensure compliance. Information on your state’s regulations for behavioral 
health data can often be found through your state health department’s website or legal code, which 
outlines data privacy and sharing requirements. 

Navigating Government Regulations 

https://www.abtglobal.com/sites/default/files/files/Projects/PDFs/2025/importance-of-behavioral-health-information-sharing.pdf
https://www.abtglobal.com/sites/default/files/files/Projects/PDFs/2025/importance-of-behavioral-health-information-sharing.pdf
https://www.hhs.gov/hipaa/for-professionals/special-topics/research/index.html
https://www.hhs.gov/hipaa/for-professionals/regulatory-initiatives/fact-sheet-42-cfr-part-2-final-rule/index.html
https://www.hhs.gov/hipaa/for-professionals/regulatory-initiatives/fact-sheet-42-cfr-part-2-final-rule/index.html
https://www.hhs.gov/hipaa/for-professionals/special-topics/ferpa-hipaa/index.html
https://www.hhs.gov/hipaa/for-professionals/special-topics/ferpa-hipaa/index.html
https://www.usa.gov/state-health
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How Can I Ensure That I Am Effectively Negotiating the Terms of a DUA? 

Negotiating the terms of a DUA is a critical step in ensuring that all parties are aligned on how data will be 
handled, shared, and protected. A well-negotiated DUA provides clarity and helps prevent disputes or 
misunderstandings later in the collaboration. One key concept to consider during negotiations is the principle 
of “minimum necessary data.” This principle maintains that entities only access or share the smallest amount 
of information necessary to perform their specific functions. For example, care coordination often requires 
individual-level data to ensure continuity of care, and evaluation efforts may require sharing de-identified 
individual records across agencies to conduct more detailed analyses. Including provisions in the DUA that 
reflect this principle can help organizations maintain compliance while safeguarding sensitive information. 

Below are key strategies for successful DUA negotiations: 

Table 3. Steps and Best Practices while Negotiating and Drafting DUAs 

Step Description Best Practices Examples 

1. Establish Clear 
Expectations 

Define roles, 
responsibilities, and 
data protocols to 
manage risks and 
avoid 
misunderstandings. 

• Specify data 
ownership and 
access. 

• Define permissible 
uses and limitations 
(e.g., research, 
operations). 

• Outline data storage 
and security 
protocols. 

A health department partners 
with a corrections agency to 
evaluate a SUD treatment 
program’s impact on 
recidivism rates. They define 
clear terms in the DUA: 
shared data will include de-
identified demographic and 
case history information, 
permissible use is strictly 
limited to program 
evaluation, data will be 
encrypted during transfer and 
storage using AES standards, 
and all data must be returned 
or securely destroyed within 
12 months of project 
completion. 
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Step Description Best Practices Examples 

2. Discuss Risks 
and Mitigation 

Identify potential risks 
(e.g., breaches, non-
compliance) and 
outline clear 
mitigation strategies. 

• Include breach 
response protocols 
with timelines. 

• Address liability and 
insurance. 

• Establish 
contingency plans. 

A DUA between a substance 
use treatment provider and a 
university specifies that any 
unauthorized data access 
must be reported to 
compliance officers within 24 
hours. To mitigate risks, the 
agreement includes 
requirements for maintaining 
cybersecurity insurance and 
outlines a contingency plan 
with regular off-site backups 
and a documented data 
recovery protocol to ensure 
minimal disruption in case of 
system failures or breaches. 

3. Maintain Open 
Communication 

Foster ongoing 
dialogue to address 
concerns, track 
progress, and 
maintain alignment 
with DUA terms. 

• Schedule regular 
check-ins. 

• Designate reporting 
team members. 

• Encourage 
transparency. 

A behavioral health coalition 
consisting of providers and 
law enforcement agencies 
holds monthly virtual 
meetings to review adherence 
to data-sharing protocols. 
During these meetings, 
updates to encryption 
methods and security 
standards are logged in a 
centralized, shared tracking 
system. This system is 
accessible to all partners and 
includes notes on ongoing 
data-sharing practices and 
resolutions to any issues 
raised. 



 

10 

Step Description Best Practices Examples 

4. Involve Key 
Personnel 

Engage compliance 
experts to ensure 
compliance, security, 
and alignment with 
project goals. 

• Legal counsel 
ensures compliance 
with laws. 

• Compliance Officers 
ensures compliance 
with organizational 
policies. 

• IT professionals 
define encryption 
and security 
measures. 

• Institutional Review 
Board (IRB) ensures 
that informed 
consent and the DUA 
are consistent and 
comply with human 
subjects research 
regulations 

• Research team 
members align data 
with goals. 

A county sheriff’s office 
partnering with a university 
evaluator engages key 
personnel to ensure 
compliance and security. The 
sheriff’s office legal counsel 
reviews the DUA to confirm 
alignment with federal and 
state regulations, while IT staff 
implement secure data 
transfer protocols. 
Compliance officers monitor 
adherence to organizational 
policies, and the university 
research team ensures the 
data aligns directly with 
evaluation metrics for tracking 
program success, such as 
treatment engagement and 
recidivism outcomes. If 
applicable, an IRB oversees 
the ethical and compliant 
conduct of the study, with the 
Principal Investigator 
responsible for the research 
team’s compliance with 
DUA terms. 
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Sample Templates 

If the data provider does not already have a DUA template, providing sample templates is an excellent way to 
help parties begin drafting a DUA tailored to their specific needs. These templates can be adapted to fit 
different project types, legal environments, and operational contexts. However, it’s important to note that the 
template serves only as a foundation that should be customized according to the specifics of the partnership 
and data sharing needs, and that your legal counsel reviews the template before it is used. 

Table 4. Examples of DUA Templates 

Resource Template 
Overview 

Adaptation for Specific Projects 

Data Transfer and 
Use Agreements 

Templates for 
University-Industry 
Agreements 

Provides templates 
and guidance for 
DUAs focusing on 
university-industry 
collaborations. 

The Federal Demonstration Partnership templates can be 
customized for different types of collaborations, such as 
academic partnerships, government-funded research, or private 
sector engagements. The standardization of terms allows for 
scalability, where specific clauses can be adjusted to reflect 
project duration, data handling protocols, and intellectual 
property rights, making them suitable for projects of various 
sizes and sectors. 

DUA Example 

For Institutional 
Research Partners 

A sample contract 
for DUAs that 
provides standard 
terms for data 
sharing between 
institutions and 
researchers. 

This template can be adapted by adjusting the scope of data 
usage, data retention periods, and access rights depending on 
the project's specific needs, such as multi-institutional 
collaborations or smaller, more localized studies. Customization 
can also involve tailoring the legal language to reflect local or 
institutional policies and specific ethical considerations related 
to the type of data being shared. 

Sample: 
Interagency Data 
Sharing 
Agreement 

A template 
designed to assist 
programs with 
creating structured, 
secure data-sharing 
agreements 
between agencies.  

This template can be modified to define the scope of data use, 
timelines, and access permissions based on specific needs of 
practitioner collaborations, including partnerships between 
agencies, community organizations, and research entities. It can 
also be customized to align with local regulations and 
confidentiality standards to maintain compliance while 
facilitating effective and responsible data sharing.  

https://thefdp.org/demonstrations-resources/dtuas
https://thefdp.org/demonstrations-resources/dtuas
https://www.unr.edu/sponsored-projects/resources/sample-contracts/data-use
https://time2actmissouri.com/media/pdf/ofr-practitioners-guide-sample-interagency-data-sharing-agreement
https://time2actmissouri.com/media/pdf/ofr-practitioners-guide-sample-interagency-data-sharing-agreement
https://time2actmissouri.com/media/pdf/ofr-practitioners-guide-sample-interagency-data-sharing-agreement
https://time2actmissouri.com/media/pdf/ofr-practitioners-guide-sample-interagency-data-sharing-agreement
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How Should I Approach Compliance with DUAs? 

Training and Support 

Effective training ensures that staff understand their roles and responsibilities under the DUA. 
Training should focus on: 

Secure Data Handling Informed Consent Data Destruction Compliance 

• Provide guidance to 
staff about how to 
store data securely, 
such as by using 
encrypted data 
systems. 

• Limit access to 
sensitive data to 
authorized personnel. 

• Use secure methods 
for transferring data, 
like encrypted 
platforms. 

• Ensure staff can clearly 
explain how data will 
be collected, stored, 
and shared. 

• Emphasize participant 
rights, including the 
ability to withdraw 
consent. 

• Train staff to document 
consent securely and 
appropriately. 

• Train staff to securely 
delete electronic data 
using approved tools. 

• Shred or destroy 
physical documents 
containing sensitive 
information. 

• Follow retention 
timelines for when and 
how to dispose of data 
securely. 

• Emphasize the 
importance of 
complying with 
DUAs, the laws 
governing the data 
(e.g., HIPPA), and 
the potential 
consequences or 
penalties for non-
compliance. 

• Review protocols on 
what to do in the event 
of a data breach or 
security incident. 

Regular Review Process 

Regular reviews of the DUA help ensure compliance with its terms and responsible data-sharing practices. 
Reviews should assess whether: 

• Data is being used only for agreed-upon purposes, such as research or evaluation. 

• Data-sharing protocols are followed, and unauthorized transfers are avoided. 

• Data storage and transfer methods meet security standards, with updates made as needed. 

I What to Do If There is Breach of Data Governed by a DUA or Issues Arise 

In the event of a breach or when something goes wrong, such as data being received without encryption or 
other security concerns, the following steps should be followed: 

• Notify Compliance Officer: Immediately inform the organization’s compliance officer or designated 
data security contact. 

• Follow the Agreed-Upon Process: Refer to the breach protocol outlined in the original DUA, which 
should include reporting timelines, steps to investigate the issue, and corrective actions to 
prevent recurrence. 
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• Mitigate Risk: Take immediate measures to contain and mitigate any potential harm caused by the 
breach, such as securing affected data, updating encryption systems, or notifying affected parties if 
required by law. 

Example: During a quarterly review, a discrepancy is discovered where certain data transfers lack the 
updated encryption protocols, potentially putting sensitive information at risk. As a result, the 
organization promptly updates its encryption systems to address the gap, ensuring that all future data 
transfers meet the latest security standards and mitigating any potential breaches. Regular reviews not 
only help ensure compliance but also help organizations stay aligned with evolving legal requirements 
and security standards. 

For additional guidance on responding to data breaches, organizations can refer to the FTC’s Data 
Breach Response: A Guide for Business, which outlines best practices for containment, notification, 
and prevention. 

Recap: The Importance of DUAs 

DUAs play a critical role in the success of COSSUP programs and similar initiatives by ensuring that data is 
shared securely and responsibly. These agreements foster collaboration among organizations, improve care 
delivery, and enhance program outcomes for all. 

Facilitate Collaboration 

DUAs build trust and enable secure data 

sharing between organizations, enhancing 

cross-sector partnerships. 

Protect Sensitive Information 

Clearly defined privacy and security measures 

in DUAs safeguard personal data and prevent 

misuse. 

Ensure Compliance 

DUAs help organizations meet federal and state 

legal requirements, reducing the risk of 

noncompliance. 

Support Program Goals 

Secure and transparent data sharing under 

DUAs enables better decision-making, service 

delivery, and program evaluation.

https://www.ftc.gov/business-guidance/resources/data-breach-response-guide-business
https://www.ftc.gov/business-guidance/resources/data-breach-response-guide-business
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Additional DUA-Related Resources

To further support organizations in developing DUAs, 
a range of additional resources—such as workshops, 
training sessions, and consultation services—are 
available. These resources are designed to offer 
guidance on maintaining data privacy, promoting 
ethical practices, and ensuring compliance with legal 
standards. These offerings provide both theoretical 
knowledge and actionable strategies for practitioners 
and their research teams. By utilizing these resources, 
institutions can strengthen their approach to DUAs 
and improve their ability to manage and share data. 

1. Division of Research at Brown, Data Use 
Agreements (DUAs) An informative overview on 
crafting DUAs in research, this resource offers 
practical guidance to ensure data sharing is 
compliant with legal, ethical, and privacy 
standards. It provides step-by-step instructions 
for creating DUAs that protect both data 
providers and recipients, ensuring that data is 
used appropriately for the specified research 
purposes and safeguards against legal and 
compliance issues. 

2. California Rural Partnerships Alliance Data 
Sharing Agreements and Memorandums of 
Understanding: Considerations for Development 
(PDF) Offering insights into data-sharing 
agreements and MOUs, this document focuses 
on privacy protection in educational research, 
emphasizing compliance and best practices in 
collaborative research environments. It outlines 
how to structure agreements to prevent 
unauthorized access and ensure that all parties 
involved understand their roles and obligations, 
while also ensuring the protection of sensitive 
data throughout the research process. 

3. Handbook on Using Administrative Data for 
Research and Evidence-based Policy, Chapter 3. 
Model Data Use Agreements: A Practical Guide 
This comprehensive guide provides key insights 
on structuring DUAs for data governance by 
HIPAA, focusing on data security, compliance, 
and proper usage in research. It emphasizes the 
importance of safeguarding sensitive data and 
outlines crucial steps for creating effective 
agreements that mitigate risks and ensure legal 
and ethical standards are met. 

4. HHS Data Use Agreement Practices Guide (PDF) 
This resource provides a comprehensive guide to 
developing DUAs outlining key components, 
legal requirements, and best practices for secure 
and compliant data sharing. It explains when 
DUAs are necessary, how they differ from other 
agreements, and steps for drafting and 
negotiating terms to protect privacy and ensure 
responsible data use. 

5. HIPAA Covered Entities and Business Associates 
This resource from HHS provides an overview of 
covered entities under HIPAA, including 
healthcare providers, health plans, and 
clearinghouses. It outlines their legal 
responsibilities for handling PHI and maintaining 
compliance with regulations. The guide also 
explains the role of business associates, like 
organizations that manage PHI on behalf of 
covered entities, and the safeguards required to 
protect sensitive data. 

6. University of Mississippi Medical Center Data Use 
Agreements This guide helps establish guidelines 
for transferring non-public data while maintaining 
compliance with legal, ethical, and security 
requirements. It details essential components of 
DUAs such as usage limitations, privacy 
protections, publication rights, and liability 
considerations. The guide also explains when a 
DUA is required and highlights the importance of 
tailoring agreements to specific programs.

https://division-research.brown.edu/research-cycle/conduct-research/research-data-management/data-use-agreements-duas
https://division-research.brown.edu/research-cycle/conduct-research/research-data-management/data-use-agreements-duas
https://ies.ed.gov/ncee/rel/regions/west/relwestFiles/pdf/CRP_Data_Sharing_Agreements_and_MOUs.pdf
https://ies.ed.gov/ncee/rel/regions/west/relwestFiles/pdf/CRP_Data_Sharing_Agreements_and_MOUs.pdf
https://ies.ed.gov/ncee/rel/regions/west/relwestFiles/pdf/CRP_Data_Sharing_Agreements_and_MOUs.pdf
https://ies.ed.gov/ncee/rel/regions/west/relwestFiles/pdf/CRP_Data_Sharing_Agreements_and_MOUs.pdf
https://admindatahandbook.mit.edu/book/v1.0-rc5/dua.html?
https://admindatahandbook.mit.edu/book/v1.0-rc5/dua.html?
https://admindatahandbook.mit.edu/book/v1.0-rc5/dua.html?
https://www.hhs.gov/sites/default/files/ocio/eplc/EPLC%20Archive%20Documents/55-Data%20Use%20Agreement%20%28DUA%29/eplc_dua_practices_guide.pdf
https://www.hhs.gov/hipaa/for-professionals/covered-entities/index.html
https://www.umc.edu/Research/Research-Offices/Office%20of%20Sponsored%20Programs/Pre-Award-Proposal-Development/Resources%20-%20PreAward/Data-Use-Agreements.html
https://www.umc.edu/Research/Research-Offices/Office%20of%20Sponsored%20Programs/Pre-Award-Proposal-Development/Resources%20-%20PreAward/Data-Use-Agreements.html


 

15 

COSSUP Training and Technical Assistance (TTA) Services

If you have questions or need TTA support related to 
any of the topics below, please submit a request to 
the COSSUP Data and Evaluation TTA Center. 

• Developing logic models for your program(s) 

• Developing or enhancing data collection and 
tracking systems 

• Finding and selecting an evaluator 

• Completing an evaluation planning matrix 

• Developing data-sharing agreements 

• Reviewing data collection instruments and 
informed consent procedures 

• Connecting you with peers and subject 
matter experts 

COSSUP has seven TTA providers available to 
support grantees in meeting specific program needs 
and goals across a range of strategies including 
overdose prevention, cross-site coordination, 
strategic planning, prescription drug monitoring 
programs, increasing access to treatment, integrating 
peer recovery support specialists, and others. 

The COSSUP Data & Evaluation TTA Center provides 
TTA to help organizations: 

• Assess and adapt activities to ensure they are 
as effective as they can be, 

• Demonstrate a program’s success and the way 
to communicate impact to others, 

• Identify programmatic or policy changes that 
should be made based on information 
gathered, and 

• Collect information that can be used when 
applying for future funding. 

This project was supported by Grant No. 15PBJA-23-
GK-02256-COAP awarded by the Bureau of Justice 
Assistance (BJA). The BJA is a component of the 
Office of Justice Programs, which also includes the 
Bureau of Justice Statistics, the National Institute of 
Justice, the Office of Juvenile Justice and 
Delinquency Prevention, the Office for Victims of 
Crime, and Office of Sex Offender Sentencing, 
Monitoring, Apprehending, Registering, and 
Tracking. Points of view or opinions in this document 
are those of the author and do not necessarily 
represent the official position or policies of the U.S. 
Department of Justice.
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